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Beyond the Firewall:

Interview with Dr. Jan-Henrik 
Andersson, CCO & CSO,  
Munich Airport

holistic measures help with more than just one 

aspect. For example, IT systems or power can fail for 

reasons other than cyberattacks, so it is a good idea 

to have a BCM system in place. Demonstrations and 

heavy snowfall are exceptional incidents that could 

occur at the airport, both of which can be resolved 

in a structured manner with crisis management. This 

creates synergies, and investments in these areas can 

be used multiple times.

Q Air Navigation Services Providers (ANSPs) 
and airports have increased their use of 
internet connected systems. The old “we’re not 

connected, therefore we’re safe” reasoning has 
become “we have a firewall, therefore we’re safe”. But 
is there really any truth in that? 
That’s a good question, and I must admit that such 

reasoning persisted for longer than you might imagine. 

According to this traditional mindset, all resources 

were located in the company’s data centre, and most 

IT services were provided by in-house sta�. Today, 

companies need to grant access to many externally-

provided services to o�er e�cient services. That’s why 

we’ve been trying for some time to change Munich 

Airport’s mindset towards a Zero Trust approach. 

However, this does not mean that we are neglecting 

perimeter protection. It illustrates that we want to 

respond e�ectively to all stages of a cyberattack. This 

includes constant monitoring to detect unusual system 

behaviour, automated responses and rapid recovery of 

important systems.

Q Networking and cybersecurity have not 
historically been core businesses for airports 
and ANSPs. How can critical organisations 

remain secure with limited resources? Should 
they have full teams dedicated exclusively to 
cybersecurity?
We view cybersecurity as a team e�ort, so we have 

combined enterprise architecture management (EAM) 

and cybersecurity under one umbrella and other IT 

areas also contribute to greater cyber resilience. The 

network team, for instance, provides basic protection 

through smart segmentation with firewall technology. 

The data centre team ensures good backup strategies 

and guarantees recovery time in case of a successful 

attack through automation. The software development 

team enforces a secure-by-design approach when 

developing solutions. Other units outside of IT make 

significant contributions, such as in physical access 

protection or in the area of business continuity 

management (BCM) and crisis management. Such 
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FEATURE // CYBERSECURITY

Q There have been cases of attacks on check-in 
and baggage handling systems. In comparison 
with other industries where attackers try to 

gain personal data or financial information, what 
were the objectives of such attacks?
I can only speculate about the reasons behind 

these attacks and I would prefer to leave that to the 

forensic experts. It is evident that when crucial airport 

systems are disrupted, the public finds out quite 

quickly that something has happened. Like any other 

company, we also have confidential data that could 

be stolen, and we must comply with data protection 

regulations. The greater challenge, however, is 

ensuring safe flight operations seven days a week. 

This is why we place greater emphasis on the 

availability of relevant IT systems and data integrity.

Q The human factor plays a significant role in 
cybersecurity, particularly with regards to 
phishing or social engineering. How can an 

airport or an ANSP strengthen their defences against 
such threats?
Statistics show that over 90% of successful 

cyberattacks are based on two elements: undetected 

or unpatched vulnerabilities and exploited human 

vulnerabilities. Therefore, we strive to continuously 

improve the security mindset of the entire 

organisation. For this, we use ongoing awareness 

measures, and auditing technology and processes. 

We have also noticed that our employees are showing 

an increasing interest in these topics. Our training 

measures provide tips and tricks that can be put to 

good use in people’s private lives, which is certainly 

also a contributing factor. The professionalisation 

we are seeing in areas such as phishing, using 

AI, is somewhat alarming. This is why we are 

constantly designing new campaigns. Currently, we 

are considering integrating gamification into our 

awareness activities to engage younger generations.

Q Some aspects of cybersecurity in aviation have 
nothing to do with the internet but relate to 

GNSS jamming and spoofing. Is this a bigger concern 
for airlines or ANSPs, and how can this be addressed 
coherently?
This topic is indeed more relevant for airlines and 

ANSPs. We use technology to accurately determine 

an aircraft’s location on the apron or taxiways. 

However, we rely on di�erent methods to reduce 

dependence on one specific method. If one method 

delivers a di�erent result for positioning, this could 

be an indication of a cyberattack. As a last resort, 

someone in the control tower or on the ground with 

visual contact must intervene in case of doubt. Overall, 

measures to defend against cyberattacks should be 

addressed more collectively because we all want to 

ensure passenger safety.
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