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Integrating UTM

Drone Security, which in theory should speed up the 
adoption of U-space throughout the EU by integrating 
security, identification and detection directly into more 
high-density, complex drone operations and give more 
confidence to regulators that these operations can be 
scaled with an acceptable level of risk. At its heart, the 
action plan seeks to stitch together three elements: 
short term cycles of innovation in the drone/counter-
drone sectors; telecommunications as a detection 
capability driver; and emerging defence and security 
requirements.

“We welcome the initiative by the EU Commission 
on the positive implementation of the EU Drone 
Strategy 2.0 and the action plan to counter drone 

I n March 2026, the 
International Civil Aviation 
Organization (ICAO) 

Remotely Piloted Aircraft 
Systems (RPAS) Panel completed 
its latest round of work, delivering 
fundamental worldwide principles and 
standards for RPAS integration, including 
licensing of remote pilots; airworthiness of RPAS; 
authorisation of operators to conduct international 
RPAS operations; and safety management. The 
next round of work has already started and a key 
feature of this will be to develop a set of principles 
for countries planning to develop new ways of 
intercepting rogue and hostile drones in their 
airspace. 

For the air traffic management (ATM) sector 
worldwide, the challenges of integrating new 
drone and advanced air mobility low-level airspace 
operations into their current mainstream aviation 
business portfolios have been exacerbated by the 
imperative of securing airspace from a growing range 
of criminal and hostile drone threats.

“The drone threat landscape has reached a critical 
inflection point, transitioning from unpredictable ‘Black 
Swan’ events to ‘Gray Rhino’ risks – high probability 
threats that are often neglected until they cause major 
impact,” says a January 2026 study of the evolving 
airspace drone threat from DroneSec. “This evolution 
is particularly relevant as battlefield innovations from 
Ukraine and the Middle East are quickly migrating 
into civilian and criminal contexts, necessitating a shift 
toward layered security strategies that account for 
autonomous threats across land, sea and air.”

Regulation driving greater insight
For many governments and inter-governmental 
organisations, this means introducing new 
e-conspicuity measures to identify compliant drones 
flying in the lower airspace, while giving police and 
security agencies more powers to deal with drones 
that are flying without the legal identification labels. 

In February, the European Commission 
introduced its EU Action Plan on Drone and Counter 

Philip Butterworth-Hayes writes how institutional 
challenges outweigh technology issues 

One of the key challenges facing low level airspace 
managers is to identify a rogue target among a swarm of 
legitimate commercial drones. SHUTTERSTOCK

with counter-UAS



     

WWW.GLOBALAIRSPACERADAR.COM // 27

PHILIP BUTTER- 
WORTH-HAYES
is a consultant and writer 
specialising in air traffic 
management, aviation safety, 
military and civil aviation issues.

FEATURE // COUNTER-UAS

threats,” said Julie Garland, 
President of the Joint European 
Drone Associations (JEDA). “As JEDA we fully embrace 
and promote mandated conspicuity, but it must be 
interoperable, cost effective and feasible for the 
range of drone operations currently being carried out 
and future use cases. And it must be interoperable 
with other airspace users. We don’t just need to see 
drones, we need to be able to see all airspace users.”

Per the new EU airspace security provisions: 
detection of malicious drones requires a multi-
sensor approach, integrated through AI-powered 
command-and-control (C2) software, enabling clear 
situational awareness, in particular to protect critical 
infrastructure.

By improving detection and tracking, these 
new measures will allow authorities to distinguish 
legitimate, U-space-compliant drones from malicious 
ones while accelerating the adoption of 5G networks 
for real-time tracking, a core requirement for U-space 
service providers (USSPs) to manage traffic efficiently.

In the US, the Federal Aviation Administration 

(FAA) recently launched 
its Drone Information 
for Safety, Compliance, 
Verification and Reporting 
(DiSCVR) app which links 
Remote ID broadcasts to 

FAA registration and Low 
Altitude Authorisation and 

Notification Capability (LAANC) 
authorisations, so authorised 

agencies can instantly verify if a drone is legal to fly.
According to the FAA, DiSCVR can assist law 

enforcement agencies in identifying legally flying 
drones that have FAA authorisation and proper 
registration, so they can be ruled out for further 
investigation. The app allows agencies to retrieve 
personally identifiable information (PII) data about the 
operator from the Remote ID broadcasts, LAANC UAS 
authorisations and DroneZone small uncrewed aircraft 
systems registrations and approved waivers.

The role of UTM
The UTM industry has been working on combining 
UTM with counter-UAS (C-UAS) systems for awhile.

ANRA’s Single Integrated Operational Picture (SIOP) 
aggregates inputs from multiple surveillance sensors 
and data sources to provide a real-time operational 
picture of the airspace, allowing security personnel 
to quickly identify non-legal drones. Unifly’s UTM 
platform has been successfully integrated with C-UAS 
systems and surveillance radars. High Lander and 
Dimetor have integrated cellular connectivity and 
population density data into a UTM platform that 
integrates with C-UAS systems, sensors and radar 
arrays. 

The upcoming World Cup in the US will be the first 
time for many of these configurations to be tested in a 
real-world scenario.

But identifying a possible rogue drone in a busy 
airspace is one challenge – knowing what to do 
about it is a far greater one. The technology may 
be available but the institutional arrangements and 
legal frameworks for security agencies and air traffic 
management agencies to manage low level airspace 
traffic, detect rogue drones and then mitigate threats 
with an appropriate electronic or kinetic effector, have 
still to be fully aligned.

The C-UAS challenge is making 
airspace integration a far more 

complex endeavour than originally 
planned. SHUTTERSTOCK

For most 
governments, 

low-level airspace  
is suddenly more of  
a developing security 
challenge than a 
potential business  
opportunity


